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Objectives

1. Understand the potential challenges of using 

email to communicate with patients

2. Review the current recommendations from 

regulatory bodies re: emailing patients

3. Learn about a current innovation used to 

electronically collect consent from patients for 

electronic communication



The Problem



Efficiency
- 75% more efficient than by phone

- Easier to reach patients

Respect
- Patients use email appropriately

Communication
- brief, formal and medically relevant

- Patients chose to arrange face to face if they perceived 
questions were more serious

Satisfaction
- Patient satisfaction generally high

Advantages of Email



Background

1. Health care industry is behind

Many other industries (banking, restaurants, airlines, 

etc…) use electronic communications extensively

2. Canadian health care is really behind

2015 Commonwealth Fund International Health Policy 

Survey of Primary Care Physicians showed that 

Canada ranked LAST of 11 countries of primary care 

practices offering email access



Email Use in Primary Care 2015
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2015 Commonwealth Fund International Health Policy Survey of Primary Care Physicians

“Please indicate whether your practice offers patients the 

option to email about a medical question or concern”



Potential Pitfalls



Disadvantages of Email

Cochrane review of 9 RCTs found no difference in outcomes

- Patient understanding, health status, behaviours

Patient Safety Concerns

- Confidentiality and security of system

- Request emergency service?

Lack of emotional cues that may exist in face to face or phone 
interactions

Some studies show increased workload

- ALSO: Email addresses change

- No record in the chart unless added 

- No tracking mechanism for minors who come of age



Existing Recommendations



Numerous Guidelines
NATIONAL
CMPA 

CFPC 

RCPSC 

CMA
PROVINCIAL
College of Physicians and Surgeons 

Privacy laws/ commissioners 

Provincial medical associations

LOCAL
Health care institutions 

Employers 

… often with conflicting advice



CMPA 2013

“Physicians considering using unsecured or unencrypted 

email or text messaging should do so only for information 

that does not include identifiable personal health 

information.  For example, emails may be used to request 

and confirm appointments with the patient’s consent.  

Physicians wanting to make limited use of unencrypted 

email and text messages should advise their patients of 

how these messages will be used, the type of information 

that will be sent, and how the emails or texts will be 

processed”

CMPA Perspective: The privacy issue. October 2013, Vol. 5, No. 4



CMPA 2013

“Patients should also be informed about the risks of 

using email or text messages, and their agreement 

and the discussion should be documented in the 

record.  Physicians should consider using a written 

consent form to document the patient’s consent to 

using email communication and to acknowledge the 

associated risks”

CMPA Perspective: The privacy issue. October 2013, Vol. 5, No. 4



CMPA Consent Form

CMPA website, accessed 2015/09/11



CMPA Consent Form Highlights

CMPA website, accessed 2015/09/11

Physicians cannot guarantee security and 
confidentiality of electronic communications.  

Can be misdirected, forwarded, intercepted, etc.

Email communications may be included in the patient’s 
record

Patient’s responsibility to advise of change in email 
address

Not to be used for urgent issues



CPSO

1. eHealth Statement 2013 - Physician’s Role

• “Use eHealth for the benefit of patients… in a way that 
ensures patient confidentiality, protects the doctor-patient 
relationship and maintains public trust in the profession”

2. Confidentiality of Personal Health Information

• “The College strongly advises that physicians obtain patient 
consent to use electronic means for communicating 
personal health information…As a way of recording the 
patient’s express consent, the CMPA has provided a 
written consent form that can be used whenever possible.  
Completed consent forms should be included in the 
patient’s medical record”

CPSO eHealth Statement, 2013

CPSO Statement on Confidentiality of Personal Health Information, 2006



A Plausible Solution

Communicating Personal Health Information by Email Fact Sheet, September 2016. 

Information and Privacy Commissioner of Ontario



Ocean Software 

in Sunnybrook Family Practice
Introduced in December 2014

Academic FHO:

- 13 staff physicians on 3 teams

- 25+ residents/medical students, 

- 20+ allied health staff, 

- 9300 patients
Initial Pilot involved one team of 4 staff physicians

Using Practice Solutions EMR

Using Samsung Galaxy 10.1” tablets



Ocean Software

Secure, encrypted, PHIPA-compliant, cloud-based 

health communication platform

Patients can complete surveys on tablets or via 

web-based invitation

Directly integrated with Practice Solutions EMR

Operated by CognisantMD

(www.cognisantmd.com)

Currently used by over 2000 clinicians in Ontario 

http://www.cognisantmd.com


Ocean Software Architecture



Ocean Software Integration 

with Practice Solutions

Options are:

None – before consent process undertaken
Granted – if patient agrees
Refused– if patient refuses

None



Ocean Software 

Clerical Staff Experience
1. Opens patient’s chart and clicks on “Ocean” in 

Ocean toolbar.  Unique 3 digit number appears in 
chart automatically.

2. Enters 3 digit number in Ocean tablet

3. Give tablet to patient



Ocean Software Patient Experience

1. Enters birth date as second point of 

verification

2. Reads email consent and accepts or 

declines, enters email address if accepting

3. Gives tablet back to clerical staff
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Ocean Software Automatic Process

1. Patient’s email address entered in PSS 

demographics

2. Email consent status updated on toolbar, 

along with email address if accepted, and 

date of consent

3. Searchable note entered in chart on date of 

consent

NOTE: Consent is automatically revoked when 

patient turns 14 years of age



Ocean Software Integration 

with Practice Solutions

Options are:

None – before consent process undertaken
Granted – if patient agrees
Refused– if patient refuses



Patient Satisfaction

Assessed using the System Usability Scale (SUS) 

Not surprisingly younger patients and those who 

use a tablet or smartphone regularly scored higher 

and needed less help to use the Tablet

Overall there were high SUS scores but there is 

quite a bit of bias in those who completed the SUS



Benefits

1. Clear and immediate documentation of email 

consent (paper process had an obvious delay)

2. Automatic integration with EMR

3. Most patients found the tablets easy to use

4. No paper to lose or scan or shred



Challenges

1. Hospital network issues

2. Some patients not comfortable with technology

3. Did not improve collection of email consent 

forms. Numbers of forms completed was 

dependent more on the secretary than paper vs. 

tablet

4. The tablets are subject to normal wear and tear



Questions? 


